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Description 
P5RAPI is a production REST service. P5RAPI service enables you to exchange data with 
Sage XRT Business Exchange through the REST APIs described in the following sections. 

High-Level Administration REST API 
This type of REST APIs enables the management of the platform for SFB profile: SFB 
provisioning, company publication, etc. 

Plain Production REST API 
This type of REST APIs monitors the bank flows life cycle, for example, when a file is added 
into the Signature Station, when files are received or sent, statuses, etc. 

Extended Production REST API 
This type of APIs enables access to advanced production APIs, for example to obtain the list 
of files to sign, or to send, etc. 

Consortium Signature Cloud API 
This type of APIs enables the management of certificates in the cloud in compliance with 
CSC standard, for example to get the certificates list, to calculate signatures or to 
authenticate signatories. 

Business Activity Monitoring API 
This type of APIs enables the retrieval of info. (statistics of consumption or use, technical 
data, etc.) on the product and its environment, for example to get the list of the available 
statistical models, to start an analysis, etc. 
These APIs also launch your maintenance plans and get results from them. 

Extended Production Com API 
This type of APIs enables access to communication APIs, for example to initialize, renew and 
revoke bank contracts or to edit initialization letters. 
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Installation 
P5RAPI production REST service is included in the installation package of Sage XRT 
Business Exchange. 

 

P5RAPI must be started with a service account. 

You can view all the APIs that are already in this version. 

 

Access to API is restricted to the following rights in Sage XRT Common Services. 
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Configuration 
You need to set up the service from the System Administration interface. 

 

A setup wizard helps you go through the process. 
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Key  Comments 

General Settings 

UseSecureChannel https or http (by default https) 

 Server Name, empty by default (Station Name)  

AdditionnalPath Access Path to REST API, by default srp 

Adress Public Public address of the server 

Cache Session expiration General Cache Timeout, 10 minutes by default 

NotificationAlias Alias for the notification, used for signature  

NotificationEntity Entity Alias for the notification, used for signature 

 REST API access port, 443 by default 

LogFile By default path and log of the service, deactivated if no 
value is specified 

ActiveDocumentation To select to enable the swagger documentation 

DefautAuthScheme 

Authentication Method 
• Ntlm (default) 
• SageXRT (based on SCAS service ) 
• Negotiate (Ntlm and/or Kerberos) 
• IntegratedWindowsAuthentication 
• Basic 
• Digest 
• Anonymous 
• SageID 
• OAuth (OAuth2 version) 
• Saml (SamlV2 version) 
• Jwt (Json Web Token) 

OAuth Authentication Parameters 

OAuthDecryption Self-generated decryption key, default value: Auto 

OAuthValidationAlgorithm Self-generated validation algorithm, HMACSHA256 by 
default 

OAuthValidationKey Self-generated validation key, AutoGenerate, IsolateApps 

OAuthDecryptionKey Self-generated decryption key, AutoGenerate, IsolateApps 
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Key  Comments 

OAuthAccessTokenExpire Access Token Lifetime in minutes indicates 30 by default 

OAuthModeSupport 

Value: TokenEndpointServer 
When TokenEndPoint is specified, P5RAPI becomes an 
identity and access token server. 
To recover a valid Oauth2 token, P5RAPI + /token address 
must be called. 
If not specified, P5RAPI is just a resources server. 

JWT Authentication Parameters  

Realm JWT domain 

Issuer Issuer value 

Audience Audience value 

Secret Secret value 

Certificate Certificate Name 

 CertificateFindType 
Search method for certificate, by default DN of certificate 
object name. 
Value: FindBySubjectDistinguishedName 

SAML Authentication Parameters 

Audience Audience value 

ThumbPrint Issuer Thumb Print value 

Issuer Issuer Name value 
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Additional information 
The service can be used in Debug Mode through: 

\\Program Files\Sage\Sage XRT Business Exchange\p5rapi.exe NoService 

The log file can be accessed in the location specified during the services setup. 
The value = LogFile must be specified. 

 

The events occurring on P5RAPI production REST service are registered in the monitor. 
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