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Purpose

Purpose

The general data protection regulation (GDPR) applies in all EU Member States from 25 May
2018.

This document aims at identifying the existing functions from Sage XRT Business
Exchange that could help your company to comply with this European regulation.

©Sage 2018



European Basic Requirements

European Basic Requirements

Basic Requirements
for Personal Data Protection

Sage XRT Business Exchange

Ensuring appropriate security

The company must install appropriate technical and organizational safeguards that ensure the security of the personal data

such as the securing of work stations and storage spaces, as well as confidentiality policies and clauses.

Stronger Passwords and Protection of certain stored or
exchanged data v 4

See the existing functions for security

Managing individuals rights: data portability, right of erasure, right of objection to the processing/consent, right

of rectification, etc.

It must provide functions to correct and import/export personal data, as well as functions to select the individuals subject to

processing of their data.

Modification/Deletion functions available in every product,

according to the user rights 4

See the existing functions for personal data

Helping demonstrate compliance

The company must keep records of all the documents that demonstrate the actions set up to comply with the general data

protection regulation - they could be presented in case of inspection, such as: documents describing the technical and

organizational safeguards that it has installed to ensure the security of personal data use, the processing registry.

Sage makes available records of all personal data and
associated processing activities for Sage XRT Business
Exchange. [V g

See the list of personal data and associated processing

activities
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Data Security

Data Security

Database Access Security
Sage XRT Common Services Administration Console enables you to define the

management of user access rights for Sage XRT applications.

Access Rights Management

Two modes to grant access rights are available:

= Select Access permissions are granted by a security administrator if you want a
simple access permissions management in which only one Security Administrator
intervenes.

= Select Access permissions are granted by a level 1 security administrator and
validated by a level 2 security administrator, if you want every action taken by
Security Administrator to be validated by a second one.

Selection of Authentication Strategy

Riles | Sites

] ADMIN
[] SIGNATAIRE

Authentification
®) Authentification Windows 0 ﬁLjIEiTizgzz:jrazioanudneCertiﬁcat
Authentification LDAP X509
() Authentification standard [] Double authentification
() Authentification Sage ID Mot de Passe par défaut

Mot de passe
Confirmation mot de passe
Type d'utilisateur

() Administrateur de sécurité de niveau 1
® Utilisateur standard

Informations diverses

Langue |Frangais wl®

Description | |

Email | |
Ferode de : . , .

DVaIidité 0 21|années (jusgu'a | 4/1i7/2018 EH~ )

According to the authentication type used by the Database Administrator (DBA) to connect to
the database server, you can select:

= Use Windows NT integrated security: the DBA is authenticated by its NT account,
we recommend this authentication level.

©Sage 2018



Data Security

» Use a specific username and password: the DBA is authenticated by a username
and a password.

= Authentication via X509 Certificate: for the web client, the strong authentication
consists of two phases.

o Check of the certificate by searching the company’s Active Directory

o Challenge/Answer between the client and the authentication component to
check client identity

= Double authentication: a second factor is used for user authentication to generate a
single-use password.

= SagelD

Definition of Security Policy through SXCS

Gestion des Droits

Gestion des Réles
Gestion des Sites
Gestion des Utilisateurs
Paramétrage

Audit Systéme

Audit Utilisateurs

Audit Base de Données
Mon Compte

Management of Profiles, Roles and Users

Profiles enable the creation of user and administrator roles to define access permissions.

Modifier les Droits du Réle SIGNATAIRE

Network Management Console | SAGE XRT Business Exchange

Contracts Manager Autoriser I'accés au produit "SAGE XRT Business Exchange'

Monitor Interdire 'accés au produit 'SAGE XRT Business Exchange'
Services Manager
Signature Contracts Manager
Contracts Consultation
Contracts Management
Delete signatories
Rules Application Management
Signatories Consultation
Signatories Management
@ System Administration

©Sage 2018



Data Security

Audit Functions for Access and ldentities

On top of providing the obvious functions, the identity and access management must prove
its efficiency.

The evidence must be remitted to auditors upon request and in written to be archived.
The proof must cover the frequently audited areas, i.e.:
= Administrator Actions
o Create User
o Delete User
o Change User Password
o Change management strategy of passwords
o Change access configuration to LDAP directory
o Access granted
o Access denied
* Final User Actions
o Login
o Logoff
o Specific messages from the application
= Tests for compliance with security policy
o User account locked after n failed tries log on

The Users Audit table describes all actions executed by the users.

EGestion des Droits

Nombre de Réles : 4 Nombre d'utilisateurs : 32
——
Drag a column header here to group by that column
[ | Date + ‘ Heure | Catégorie ‘ Statut ‘ Produit | Composant | Utilisateur | Compte de [Util... ‘ Machine ‘ Description |
Administration } ara| ... |PARAPH a déverrouillé l'accés & la gestion d'integrité
6/8/2018 "1016:30 AM | Applicaton Success XBE Administration PARAPH Paraph SAGEPARA... PARAPH demande 3 consulter les informations du site «Master» de la mach...
6/8/2018 10:16:25 AM Application Success XBE Administration PARAPH Paraph SAGEPARA... PARAPH demande 4 consulter les informations du domaine «SageParaphln>.
6/8/2013 10:16:23 AM Logon Success XBE Administration PARAPH Paraph SAGEPARA...
6/8/2018 10:16:14 AM Logeff Success XBE Administration PARAPH Paraph SAGEPARA...
6/8/2018 10:09:04 AM Logoff Success XBE Moniteur PARAPH Paraph SAGEPARA...
6/3/2018 10:03:04 AM Application Success XEE Mariteur PARAPH Paraph SAGEPARA... PARAPH vient de se délogguer de I'application Moniteur.
6/8/2018 10:08:58 AM Application Success XBE Moniteur PARAPH Paraph SAGEPARA... PARAPH demande & consulter la log selon les criteres suivant «Date »= 1.
6/8/2018 10:08:30 AM Application Success XBE Moniteur PARAPH Paraph SAGEPARA... PARAPH demande & consulter a log selon les criteres suivant «Source =P...
6/8/2018 Application Success XBE Moriteur PARAPH Paraph SAGEPARA... PARAPH demande & consulter la loq selon les criteres suivant <Ordinateur ...

10:08:30 AM
w)[#[4] Record 1of33sisz [ ][m][m[#](=](~[v]x

©Sage 2018 8



Data Security

The System Audit table describes all actions executed at time ¢.

EGestion des Droits

Nombre de Réles : 4 Nombre d'utilisateurs : 32

Profils | Sites ] Utilisateurs ] Paramétrage | Audit Systéme | Audit Utilisateurs | Audit Base de Données | Mon Compte

Drag a column header here to graup by that calumn
<[ Joae + [ Hewre [ statut [ Utiisateur [ compte de Mutisateur [ Machine [ pesciption E
HE)

6/8/2018 10:13:29 AM Success PARAPH Paraph SAGEPARAPHIN Ajouter ['utilisateur 'UTI2' au profil 'ADMINFONCTIONEL -> isRole'
M§5uccass Ajouter [utilisateur UTT1' au profi"ADMINFONCTIONEL > isRole"
| [emim 10:13:28 AM Success | PARAPH Paraph SAGEPARAPHIN ‘Ajouter [utlisateur 'SINISA' au profil ‘ADMINFONCTIONEL - isRale'
<[ emms 10:13:28 AM Success PARAPH Paraph SAGEPARAPHIN Ajouter lutiisateur ‘STG8' au profi ‘ADMINFONCTIONEL -3 isRole’
BEE 10:13:28 AM Success PARAPH Paraph SAGEPARAPHIN Ajouter lutiisateur SIG7 au profi ADMINFONCTIONEL -5 isRole’
] 6/8/2018 10:13:28 AM Success PARAPH Paraph SAGEPARAPHIN Créer un Réle 'ADMINFONCTIONEL' {isRole)
BEEEE 10:12:56 AM Success PARAPH Paraph SAGEPARAPHIN Ajouter lutiisateur UTI2 au profil'SIGNATAIRE -> isRole’
[ |6/s/2018 10:12:55 AM Success PARAPH Paraph SAGEPARAPHIN Création dun utiisateur 'UTI2 (Utlisateur standard, umapiAuthenticationTypes. ..
B 10:12:24 AM Success PARAPH Paraph SAGEPARAPHIN Ajouter lutiisateur UTIL' au profil'SIGNATAIRE -> isRole’
: ‘5&‘2‘11\8 10‘12£M_‘_fju_c(\ass PARAPH Paraph SAGEPARAPHIN Création d'un utilisateur 'UTI1' {Utiisateur standard, umapiAuthenticationTypeS...

Security Reporting

Sage XRT Common Services Administration Console enables you to edit reports listing the
authorized/denied functions for each profile and each product from the platform.

6/8/2018 Page No.3
Security report

Annex 1: List of nghts by profile

There are two softwares : FRP Treasury Universe and Metwork Management Console. A green label for them indicates
a full access for all users of the profiles.

FRP Treasury Communication and FRP Treasury Signature are subfunctions of FRP Treasury Universe.

The nghts can be set by subfunctions; the report indicates all opened subfunctions in green. If a subfunction of an
opened one is forbidden, it will appear in red.

List of declared functions for profile ADMIN

Metwork Management Console
SAGE XRT Business Exchange

List of declared functions for profile SIGNATAIRE
SAGE XRT Business Exchangs
SAGE XRT Business Exchange / Services Manager / Treatments / Files / Create
SAGE XRT Business Exchange / Services Manager / Treatments / Files / Delete
SAGE XRT Business Exchange / Services Manager / Treatments / Files / View
SAGE XRT Business Exchange / Services Manager / Treatments / Signature
SAGE XRT Business Exchange !/ Signature Contracts Manager

Compliance with Sarbanes Oxley Act

The Sarbanes Oxley Act imposes security rules to get access to operating systems and
applications.

©Sage 2018 9




Data Security

Here is the list of the Security Issues for access and use of Sage XRT applications and for a
standard user.

Sage XRT password policy complies with the requirement of the Sarbanes Oxley Act.

Sage XRT Business Exchange Sage XRT Business Exchange

Security Issues

The application manages

profiles.

(rich client)

(web module)

Passwords are mandatory.

A standard password is given
to everyone or to a group

upon account creation.

v

v

The password must be
changed upon first

connection.

v

Customizable

v

Customizable

Passwords must contain at
least 6 characters, among
which 1 uppercase letter and

1 digit.

V

Customizable

V

Customizable

Passwords must be changed

every 42 Days.

v

Customizable

v

Customizable

The application keeps the
passwords history. The four
last passwords cannot be

used.

v

Customizable

v

Customizable

Passwords are not kept to
avoid new entry in later

connections.

V For a complete NT security, the

passwords used are the Windows passwords.

Customizable

V For XRT standard security, the application

password is not stored.

The password is locked after 3
unsuccessful entries. It is
automatically reactivated

after 10 minutes.

v

Customizable

v

Customizable

The account is not locked if

not used for several days.

v

v

The session is locked after 10-

minute inactivity.

v

Customizable

©Sage 2018
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Data Security

Security Issues

Security rules cannot be
modified from user work

station.

Sage XRT Business Exchange

(rich client)

Sage XRT Business Exchange

(web module)

Every access to application

must be logged.

For short-term contract users,
the specification of an end
date of validity is mandatory
corresponding to the end date

of contract.

v

Customizable

v

Customizable

©Sage 2018
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Personal Data and Associated Processing

Personal Data and Associated Processing

Personal Data List

Personal Data are used in order:
» To identify users, control access and authorizations in the application
= To check, validate and sign electronically during bank exchanges
= To retrieve bank data files

Financial data of third parties enable the execution of payment orders arising from the
contract between the parties.

Personal Data Category Purpose

Financial Operator Alias Client Data User ID

Financial Operator Name Client Data User/Signatory ID

Financial Operator First name Client Data User/Signatory ID

Financial Operator Capacity Client Data User/Signatory ID

Financial Operator Phone Client Data User/Signatory ID

Financial Operator Fax Client Data User/Signatory ID

Financial Operator E-mail Client Data User/Signatory 1D

Financial Operator Certificates Client Data Signatory ID

Branch Contact Name Client Data Bank Contact

Branch Contact Phone Client Data Bank Contact

Branch Contact FAX Client Data Bank Contact

Branch Contact E-mail Client Data Bank Contact

Branch Contact Capacity Client Data Bank Contact

Branch Contact Service Client Data Bank Contact

Beneficiary Third Party Name Marital Status Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party First Name Marital Status Providers, Salaries Payments, Anti-Fraud Checks

©Sage 2018 12



Personal Data and Associated Processing

Personal Data

Beneficiary Third Party Address

Category

Marital Status

Purpose

Providers, Salaries Payments, Anti-Fraud Checks

Beneficiary Third Party Country Code Client Data Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party Phone Client Data Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party E-mail Client Data Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party FAX Client Data Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party Bank Name Bank Data Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party BIC Bank Data Providers, Salaries Payments, Anti-Fraud Checks
Beneficiary Third Party IBAN - Account ID Bank Data Providers, Salaries Payments, Anti-Fraud Checks
IBAN - Disbursement Account of Beneficiary | Bank Data

Third Party

Providers, Salaries Payments, Anti-Fraud Checks

Debtor Name

Marital Status

Client Drawings, Anti-Fraud Check

Debtor First Name

Marital Status

Client Drawings, Anti-Fraud Check

Debtor IBAN Bank Data Client Drawings, Anti-Fraud Check
Debtor Account Currency Bank Data Client Drawings, Anti-Fraud Check
Debtor Bank BIC Bank Data Client Drawings

Unique Mandate Reference

Contract Data

Client Drawings, Anti-Fraud Check

Mandate Signature Date

Contract Data

Client Drawings, Anti-Fraud Check

Mandate Signature Place

Contract Data

Client Drawings, Anti-Fraud Check

Mandate Recurrence Type

Contract Data

Client Drawings, Anti-Fraud Check

©Sage 2018
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Personal Data and Associated Processing

User Management

Sage XRT Business Exchange users are created by an administrator with authorizations on

each entity, based on the users created in the Administration Console (see § Definition of

Security Policy through SXCS).

| Général | Adresse | Login | Divers |

Paramétres de connexion

Compte - [SIG1

Faire un audit strict

[ Cortréler les cetficats de |a liste

Security Options by Entity

Setup

For each entity, user profiles enable you to specify:

Access rights for each function of Sage XRT Business Exchange

User rights

Opérateurs Financiers | Droits daccés ‘ Privilgges

Liste des fonctions par service

# Online Banking

=R ADMFONFR - { Administration fonctionnelle }

i H-l g Paramétrage

g ADMTFR - { Administration }
=~ Paramétres utilisateur
E Motifications et alertes

- AFRAUD - { Antifraude }

Anomalies

Liste autorisée
Liste d'exclusion
Procédure
Sécunté

o

H- -

-4 BANKFEES - { Frais bancaires }

E Fluee dinformation

i Bl Analyses

' FILEFR - { Téléchargement }

-/ UPLOAD - { Emission de fichiers }
- ¥ DOWNLOAD - { Réception de fichiers }

# HISTORY - { Historique des transferts }

-4 MANDATFR - { Mandathéque }

Paramétrage
Création
Importation
Modification
Ftats

e IE e 3

Révoquertous les droits | | Accorder tous les droits

Liste des priviltges accordés
Consultation de liste
Saizie dinformation
Autorité de validation
Autorité d'approbation
Autorité d'administration

Signataire

| Opérateurs Financiers | Droits d'accés | Priviléges

©Sage 2018
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Personal Data and Associated Processing

Reporting
Every action is registered by user in the audit ledgers for Online Banking site (creation-

modification-suspension) or in the administration audit (see § Audit Functions for Access and
Identities).

Historique - Page 1/1

20[ v | résultats par page 1
I O O ™ VS

11/04/2018 14:55:15 SIG2 Votre prénom {S1G2} SOCIETE {SOCIETE} Modifier SIG1 Votre prénom {SIG1} - SOCIETE {SOCIETE} Actif

11/04/2018 14:55:11 SIG1 Votre prénom {SIG1} SOCIETE {SOCIETE} Modifier SIG1 Votre prénom {SIG1} - SOCIETE {SOCIETE} Actif

11/04/2018 14:54:38 SIG1 Votre prénom {SIG1} SOCIETE {SOCIETE} Modifier SIG1 Votre prénom {SIG1} - SOCIETE {SOCIETE} Actif

11/04/2018 14:54:21 SIG2 Votre prénom {S1G2} SOCIETE {SOCIETE} Activer SIG1 Votre prénom {SIG1} - SOCIETE {SOCIETE} Actif

11/04/2018 14:54:14 SIG2 Votre prénom {SIG2} SOCIETE {SOCIETE} Modifier SIG1 Votre prénom {SIG1} - SOCIETE {SOCIETE} Non actif

11/04/2018 14:54:00 SIG2 Votre prénom {S1G2} SOCIETE {SOCIETE} Suspendre SIG1 Votre prénom {SIG1} - SOCIETE {SOCIETE} Non actif suspendre
11/04/2018 14:44:27 SIG2 Votre prénom {SIG2} SOCIETE {SOCIETE} Modifier {SSYSTEMS} - {$SYSTEMS} Actif

11/04/2018 10:57:13 SIG1 Votre prénom {SIG1} SOCIETE {SOCIETE} Modifier {$SYSTEMS} - {65VSTEMS} Actif

25/12/2017 15:09:07 SIG1 Votre prénom {SIG1} SOCIETE {SOCIETE} Modifier {SSYSTEMS} - {$SYSTEMS} Actif

13/12/2017 11:51:35 SIG2 Votre prénom {51G2} SOCIETE {SOCIETE} Modifier {$SYSTEMS} - {65VSTEMS} Supprimé

12/12/2017 18:25:18 SIG1 Votre prénom {SIG1} SOCIETE {SOCIETE} Modifier {$SYSTEMS} - {$§SYSTEMS} Supprimé

Signatories

Purpose of Data Processing

Signatories check, validate and sign electronically the financial data exchanges between a
company and its banking partner.

These digital data flows consist of payment orders arising from the contract between two
parties (salaries, providers invoices, bank direct debits).

Management: creation-modification-deletion

An authorized administrator can create signatories only if:

» The signatory is a user created in Sage XRT Common Services Administration
Console (see § Audit Functions for Access and Identities).

= The signatory is a user created in Sage XRT Business Exchange.
= The user has been granted the signatory right.

Authorized users can modify and delete signatories.

©Sage 2018 15



Personal Data and Associated Processing

Database Report

Every signatories’ action is registered in the event log for the transaction service.

Date & Heure Entité Utilisateur Transaction
@ 4n1/201811:3457 AM  S0CIETE SIG1 SIGN

& 4/11/2018711:3429 AM  SOCIETE SIG1 SIGN
@411/201811:34:07 AM S0CIETE SIG1 SIGN

O 4/6/20185:42:10PW  SOCIETE SIG1 WEBMON
@ 462018 5:42:07 P SOCIETE SIG1 WEBMOMN
@ 4/6/20185:42:04PM  S0CIETE SIG1 WEBMON
O 4/5/20185:41:29 PM SOCIETE S1G1 SIGN

@ 4/52085:41:20PM  SOCIETE SIG1 SIGN

@ 4/6/201853956 P S0CIETE SIG1 SIGN

& 4/8/20185:39:38 PM SOCIETE S1G1 SIGN

@ 4/6/208539:19PM  S0CIETE SIG1 SIGN

O 4/6/20185:35:07 P SOCIETE SIG1 SIGN

@ 4/6/201812:20:31 P SOCIETE SIG1 WEBMOMN
@ 4/6/2018 115086 AM - S0CIETE SIG1 WEBMON
O 4/6/201811:50:54 A0 SOCIETE S1G1 WWEBMON
@ 4/5/201811:50:51 AM  SOCIETE SIG1 WEBMON
@ 4/6/2M8711:60:22 AM  S0CIETE SIG1 SIGN

@ 4/8/201817:49:11 A SOCIETE S1G1 SIGN

@ 4/6/2018711:45:58 AM  S0CIETE SIG1 WEBMON
O 4/6/201811:45:66 AM  SOCIETE SIG1 WEBMON
@ 4/6/201811:45:54 A SOCIETE SIG1 WEBMOMN
@ 4/6/201811:45:80 AM  S0CIETE SIG1 WEBMON
& 4/6/2018171:42:46 AN SOCIETE S1G1 WWEBMON
@ 4/5/201811:40:37 AM - SOCIETE SIG1 SIGN

@ 4/6/2018711:35118 AM  S0CIETE SIG1 SIGN

O 4/8/2018171:30:55 A SOCIETE S1G1 SIGN

@ 4/6/201811:17:59AM  S0CIETE SIG1 SIGN

< n

Fonction Description Ordinateur

SIGM Paraphage du fichier (Walidation) : 1521 SAGEPARA..
SIGM Dermande de sighature de fichier(s) : 15241523 SAGEPARA.
ADD Demande d'sjout (avec préparation automatio..  SAGEPARA..
WAFLOWY Demande de relance de transfert par le Modul SAGERARA.
WWhAFLOWY Demande de relance de transfert par le Modul..  SAGEPARA..
WMFLOWY Demande de relance de fransfert parle Modul..  SAGEPARA.
SEMD Demande d'envai de fichier(s) vers le logiciel d..  SAGEPARA,
LOCKS Demande de déverouillage de fichier(s): 1520 SAGEPARA..
SEND Demande d'envai de fichier(s) vers le logiciel d..  SAGEPARA.
SIGHN Demande de signature de fichier(s) : 1520 SAGEPARA,
ADD Demande d'sjout (avec préparation automatio..  SAGEPARA..
ADD Demande d'sjout (awec préparation automatic SAGERARA.
WWhAFLOWY Demande de relance de transfert par le Modul..  SAGEPARA..
WMFLOWY Demande de relance de fransfert parle Modul..  SAGEPARA.
WhAFLOWY Demande de relance de transfert par le Modul SAGERARA,
WhAFLOWY Demande de relance de transfert par le Modul..  SAGEPARA..
SEND Demande d'envai de fichier(s) vers le logiciel d..  SAGEPARA.
SEND Demande d'envoi de fichier(s) vers le logiciel d..  SAGEPARA,
WARFLOWY Demande de relance de transfert par le Modul..  SAGEPARA..
WAFLOWY Demande de relance de transfert par le Modul SAGERARA.
WWhAFLOWY Demande de relance de transfert par le Modul..  SAGEPARA..
WMFLOWY Demande de relance de fransfert parle Modul..  SAGEPARA.
WhAFLOWY Demande de relance de transfert par le Modul SAGERARA,
SEND Demande d'envoi de fichier(s) vers le logiciel d...  SAGEPARA..
SEND Demande d'envai de fichier(s) vers le logiciel d..  SAGEPARA.
SEND Demande d'envoi de fichier(s) vers le logiciel d..  SAGEPARA,
SEND Demande d'envoi de fichier(s) vers le logiciel d...  SAGEPARA..

Third Parties: Clients-Providers-Employees

Protocole

Ornling Banki...

Online Banki

Online Banki...

Online Banki

Online Banki...
Ornling Banki...

Online Banki

Online Banki...
Ornling Banki...

Online Banki

Online Banki...

Online Banki

Online Banki...
Online Banki...

Online Banki

Online Banki...
Ornling Banki...

Online Banki

Online Banki...

Online Banki

Online Banki...
Online Banki...

Online Banki

Online Banki...
Ornling Banki...

Online Banki

Online Banki...

Fiétérence du moniteur ~
T{17EF53CF-7CAL-4FE
T{04EEF072-5857-46E]
T{3C719490-AEF4-449
T{23267106-224C-42B¢
T{B7FEEG?1-5957-424F
T{9F785A70-0804-4BFT
T{0B7B9570-218C-4158
T{BSFCAZF?-1DAS-412
T{EA70413-17CB-4EE!
T{15D050B5-BY65-43F
T{RIEND183-BEEF-453I
T{CED2F536-309B-42¢
T{3FFa9B4A-B202-441
T{EDBDE 346-76C0-4Ft
T{0ABBBIFD-7CAB-4FF
T{C26113C5-75BB-4D1
T{A44FCBCC-AD43-400
T{4BFEDBDE-ZFC2-41¢
T{BESBAIAE-G0BA-ACC
T{ES74DE33-7455-49B1
T{4NEAACD-DEDA44
T{24DEFBE?-3614-402
T{663671D06-2336-45CH
T{CIBCE2D7-69A7-40E
T{9ED1 7AAE-D3ICE-4E
T{BECD3ACE-DAEE-4E
T{E7FENBE78-B5BA434
>

The third party list is either manually completed or automatically populated through the
import of a third party or transaction file.

It is available for information purposes and can be modified and deleted.

Users with access to the third party list can be granted management rights on third parties.

Valider

Annuler

%I Fichiers

=@ Transactions

= Online Banking

& ADMFONFR - { Administration fonctionnelle )
& ADMTFR - ( Administration }

& AFRAUD - ( Antifraude )

& BANKFEES - ( Fraic bancaires )

& FILEFR - { Téléchargement )

& MANDATFR - ( Mandathéque )

[l PAYEFR - { Paiements )

Propriétés d'une fonction

| Général | Présentation | Paramétres du traitement | Exploitation | Privieges

Liste des privilzges nécessaire & l'accés de la fonction

& SIGN - { Signature )

& STMTFR - ( Extraits Bancaires )

& SVCMOBIL - ( Services Mobile )
& VIEWSIGN - ( ViewSign mobile )
& WEBMON - ( Web Monitoring )

¢'£ Administration systéme

%’; Gestionnaire des contrats

—
4 , Gestionnaire des services

Consultation de liste
[[] Saisie dinformation

[ Autorité de validation
[[] Autorité d'approbation
[ Auterité d'administration
[ Signataire

& il ire des contrats de sig

»

-, ModremFR - { Modfication des remises }
- VakemFR - { Valdation des remises }
#- |, HistoFR -{ Joumal }

Specification of the minimum right levé/ to access Third Party Management

©Sage 2018
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Personal Data and Associated Processing

W Valider ‘ § Annuler

& ENTT-{ENTITET} ~ =
& ENT2-[ENTITE2} Opérateurs Financiers | Drotts d'aceés | Priviéges |
T MTEC - { MTEC} || Lste des fonctions par service
T SAGE - [ SAGE SAS } i
4 Contrats d ADMTFR - { Administration }
u Espace bancaire ‘J :;ngDES{ T!’E“‘;E } 1
Eﬁ Opérate.ur; Financiers et Profils Locaux j FILEFR -{T;’elécf:g:r::zr?s
gl Profils Locaux o ‘& MANDATFR - { Mandathzque }
L. Admin = \j PAYEFR - { Paiements }
E--“ Opérateurs Financiers [=l-  Paramétrags
"B, DA-{DA Votre prénom } ## URLPAYFR - { URL de base }
2, FWILLOT - { FWILLOT Signature réelle } FILTREFR - { Filtre }
2, GMS_BR - { GMS._BR Votre prénom | R | BENEFR - { Gestion des tiers )|
-, PBENOIT - { PBENOIT Administrateur Tiers | GRFBENFR - { Gestion des groupes detiers }
. # CATTRNFR - { Gestion des catégories de transactions!
3_-‘ PCHARLE - { PCHARLE Votre prénom } - MODEXPFR - { Modéles dexportation )
MODCREFR - { Modéles de saisie
& Administration systéme MODIMPFR - { Modéles dimportation }
5 | SUFFIX - { Gestion des identfiants }
B Gestionnaire des contrats & CUTOFF - { Cut off Times }
| MANDPAY - { Mandats }
.ﬂ Gestionnaire des services [+ Créstion
i; Gestionnaire des contrats de signature | Révoguertous les droits | | Accorder tous les droits
»

Specification of the access right to Third Party Management

: B ENTT-[ENTITET}

EMTZ2 - [ENTITEZ2 }

MTEC - { MTEC }

SAGE - { SAGE SAS }

w Contrats

. Espace bancaire

Q Qpérateurs Financiers et Profils Locaux

-l Profils Locaux

¥ Admin

= m Opérateurs Financiers

&, DA -{ DA Votre prénom }

;!, FWILLOT - { FWILLOT Signature réelle }
5 GMS_BR - { GMS_BR Votre prénom }
5 PBEMNOIT - { PBEMOIT Administrateur Tiers }
5 PCHARLE - { PCHARLE Votre prénom }

m

& valider | 3 Annuler

E! Administration systéme

% Gestionnaire des contrats

.ﬂ Gestionnaire des services

& i lire des contrats i

»

| Opérateurs Financiers | Droits d'aceés | Priviléges |

Liste des fonctions par service

- ADMTFR - { Administration }

'@ AFRAUD -{ Artifraude }

'@ BANKFEES - { Frais bancaires }

& FILEFR- { Téléchargement }

‘& MANDATFR - { Mandathéque }
-y PAYEFR - { Paiements }

(=~ Paramétrage

/# URLPAYFR - { URL de base }
# FILTREFR - { Filtre }

S . ] BENEFR - { Gestion des tiers }

GRPBENFR - { Gestion des groupes de tiers }

MODEXPFR - { Modéles d'exportation }
MODCREFR - { Modéles de saisie }
MODIMPFR - { Modéles dimportation }
# SUFFIX - { Gestion des identifiarts }

(# CUTOFF - { Cut off Times }

#® MANDPAY -{ Mandats }

[#-. . Création

CATTRMNFR - { Gestion des catégories de transactions }

‘ Révoquertous les droits H Accorder tous les droits

Specification of the access restriction to Third Party Management

Accueil Peramétrage Création Importation Modification Vakidation Autorisetion  Modification des remises  Validation des remises Journal Prooédures Gestion des incidents Automatismes  Reépartition bancaire  Sécurité  Exportation

URL de base Filtre Tiers Groupes de tiers

Les tiers ainsi que leurs bangques etyou comptes doivent &tre créds

Catégaries de transactions

Madéles dexpartation Modiles de saisie Modéles d'impartation

& Ia saisie des transactions de paiement. Lors de |a création d'une transaction, vous sélectionnerez un tiers existant.

Recherche
Filtre: appliqué : I ™~
Entilé d'arigine :
Code | Nom :
[IMis & jour suite su traitement des corrections de damicliation regues 2]

Liste des biers - Page 1/1

Identifiants

Cut off Timas

20[ ¥ | résultars per page

[ moes - woe1 g}

FR11111222223333333333344

Idlentifiant bancaire

[0 mosz - moBz FR12345678301234567690123 FR
[J 1001 - namegos FRE00410000100000000001 355555555 oL FR
[J 1002 - nameoaz FR20041000010000000000166 L FR

Third party list provided to users with more than access right

©Sage 2018
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Personal Data and Associated Processing

Personal Data are:

Mecueil Paramétrage Créabion Importation Modification Validabion Autorisation  Modification des remises  Validation des remises  Journal Procddures  Gestion des incidents

URL de base Filtre Tiers Groupes de tiers

Cabégories de transactions

Madéles dexpartation Modiles de saisie Modéles dimpartation Identifiants

Pour ajouter un nouveau Liers, spisissez Fensemble des champs do farmulaire puis chguez sur 18 bouton 'Enrégistres.

Tiers

Type de ters :

Code diidentification :
Mom ©

Identifiant national ¢
Type autre identifiant :
Autre identifiant :
Adresse :

Code Postal ¢

Code Provinee :

Ville ¢

Etat :

Pays :

Interlocuteur
Service
Téléphone :
Fax :

Email =

Nom du propridtaire du eormple

Adresse :

Code Pestal ¢

Wille

Murmero d'ularisalion

Bangue

CréditeuryDebiteur

O rMon résiden:

B progesitaive gy compte

MNom ¢

Type autre identifiant :
Autre Identifiant :
Adresse :

Code Postal ¢

Code Provinee :

Ville :

Etat :

Pays

Code BIC :

Code BIC1 (non connectd) :

Compte postal =

Comple

[<]

L]
I wirifier Rechercher Déduire & partic de FTRAN. .
| Virilier Bechercher

Type de RIB :
Compthe @

Devise
Domiciliation :

Purpose of Data Processing

Local ) 18aN O pean

Ilr!_ ’tLIBAN IN‘ comphe
I—

The processing activities using Third Parties enable payments and receipts depending on the

transfer type used and the third party category.

Payment Management

The various payment types managed in Sage XRT Business Exchange are based on the

third party fields used for remittance generation.
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Personal Data and Associated Processing

For example, in Domestic Transfers, third party details are included into the transactions if

the corresponding third party is involved in them.

Accueil

Wir. comphe & compte

Manual Entry of Domestic Transfer

Acrueil  Paramétrage  Création Importation Modification Validation Autorisation  Modification des remises  Validation des remises Journal Procédures  Gestion des incidents Automatismes  Répartition bancaire  Sécuritd  Expertation

Peramétrage Création

Wir. dom

Identification

Catégorie de transaction :

Bangue émettrice ;

Intervenants

Donneur d'ordre
Payeur

Compte & débiter =
Bénéficiaire :

Paydé :

Transfert

Référence :
Montant ¢

Type de virement :
Date d'exécution @
Date de valeur
Finalibé :

Matil -

Type de récurrence :
Date de début :
Date de fin @

Inpartation

Modification

Wir. internatienal

Validabion Autorisation

Vir. commercial

Modification des remises  Validabion des remises  Journal Procddures  Gestion des incidents

Chigue Prélavemant Ordre de peiement

CT WDOM 001.001.03
BMP - (FR}

K1Y

AGE SAS

AGE SAS
3000400001 0000000000039 - [FR763000400001000
001 - name0dl
froos - narmenot

RS

REFERENCE

1200 IEUR
[tBroa/2016  Fomat pmmissas
[tB/oss2008 Fommat prmmizzaa
|5alaire 2

"y
W
Unigue
Farmat ummyazaa
Farmat immvazaa

Vir. compte b compte. wir. intermnaticnal wir. commersial Chigue Prélavement Ordre de paiement

Identification

Catégarie de bransaction

Bangque émetirice -

Intervenants

Donneur dordre :

Payeur :

Campte & débiter :

Béndficiaire :

Payé :

Compte & créditer

Transfert

Veuillez relire et confirmer I'srdre de virement ci-dessaus -

SCT VDOM 001.001.03

BNP

SAGE 5AS

SAGE SAS

- (FR 39 EUR)

TOO1 - namenoL

TOO1 - namedoL

Refdrence -

Montant :

Date d'exécution :

Date d'exécution initiale :

Date de veleur :

Confirmation of Domestic Transfer Record

REFERENCE

1 200.00 EUR

18/04/2018

18/04/2018

18/04/2018

©Sage 2018
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Personal Data and Associated Processing

Receipt Management

The various receipt types managed in Sage XRT Business Exchange are based on the
third party fields used for remittance generation.

For example, in Domestic Direct Debits, third party details are included into the transactions

if the corresponding third party is involved in them.

Aecoeil  Peramétrage Créalion Impartation Modificelion WVahdation Autorisation Modification des remises  Validabion des remises  Journal Procédures  Gestion des incidents

Vir. compte & compte Vir. domestigue

A partic d'un modele

Vir. internatienal Wir. commercial Chisgue Prélévemant Ordre de paiement

Liste des modéles : | [=]
Identification

Catégorie de transaction DD DOA.002.02 [~]

Banque émettrice : BMP - (FR) [+]

Mandat : [+
Intervenants

Payé : AGE SAS d

Compte & créditer : 30004000010000000000039 - (FR763000400001000 %]

Payeur ¢ D01 - rarmenol w[w|crder
Transfert

Référence & REFERENCE

Montant : 1200 |eur

Date d'échéance @ 1E/04/201E Faormat [immiz=aa

Date de valeur ©
Matil -

Type de récurrence ¢
Intervalle :

Date de début :

Manual Entry of Direct Debit

©Sage 2018
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Personal Data and Associated Processing

Third Party Management

The standard third party filter is used to manage Third Parties. Filters can be private, one-
off/repetitive, or default.

Aecueil Peramétrage Création Importation Medification Validabion Autorisation Modification des remises Validation des remises Journal Prockdures Gestion des incidents Automatismes Répartition bancaire Séeuritd  Exportation

URL de base “ Tiers Groupes de tiers Catégaries de transactions Madéles d'expartation Modéles de saisie Modéles dimpartation Identifiznts Cut off Times Mandats

Identification

Libellé : |

Type de filtre : ITiers -

Définition du filtre

Ce filbre s'applique sur la liste des tiers pi de pvant visualisation, crdation, , modification, suppression d'un tiers, singi que sur l'aide & |a recherche d'un tiers.

[ Tipe de tiers :
e

O ceae aigentinestion

[ reys o

O pevisepsyus JRED_ -

O soures

O statutisy

[ womisy

Application
Filtre par défaut
Utilisation du filtre :

®) Uriguement par eslui qui I'a erdd
O Toute persanne habilitée

REnSElse

Creation of third parties filter

Filtre H Groupes de tiers Catégaries de transactions Madéles d'expartation Modeles de saisie Modéles dimpartation Identifiants Cut off Times Mandats

Recherche |

Filtre: appliqué :IF[LTRE T[ERS. Madifiar

Entilé dharigine :

Code : [ Hom : [

[C#tis & jour suite su traiterent des corections de domiciliation regues @

Liste des tiers - Pege 171

résultats par page
_m——-
D MOB1 - MOB1 A FR11111223323333333333344 Manuel Actif
D MOBZ - MOB2 FR12345678%01234567600123 FR Manuel Actil ®
[ T004i - namedoi FR&E004100001 00000000001 355555555 LcL FR Manuel Actil
D T002 - namedd2 FR2004100001 0000000000166 LcL FR Manuel Actil

Filtered list

Third parties can modify their personal data via an authorized user. Modification in account
number may be notified to the corresponding third party through the setup of alerts on third
party data.

Right of Erasure

Third parties can delete their personal data via an authorized user.
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Personal Data and Associated Processing

Third Party Deletion
Deleting third parties is possible only if:

e They are not associated with transactions.
e Their type is One-Time and the transactions associated with them have been purged.

Authorized users have access to third party history.

Accusil Paramétrage Créstion Imporistion Modification Validation Autorisation Modification des remises Validation des remises Journal Prockdures Gestion desincidents Automatismes Répartition bancaine Sécuritd  Exportation
H S —— ot ot Mok dmbe Vs dirpoiaion ks b Tins o

Toutes les actions mendes sur ce tiers sont listées ci-dessous. Pour retourner & Ia liste de tiers, cliquez sur le bouton ™ Retour ™.

Historique - Page 1/1

T0[w] résultats par page K <] 1 [ 3 P
12/02/2016 11:23:32 madiné manusiement PRICHON Votre prénarn actt
10/02/2016 14:31:25 activé PPICHON Votre prénorm aztt
10/02/2015 14:34:21 crdd manuenement PPICHON Votre prénomn Non Acti 200410000100000000001 56 1230567

Amendment Management

Third Party creation comes before Mandate creation. Mandates are associated with existing
Third Parties.

They automatically retrieve the relevant data from the mandate Debtor tab.

Aoeweil Paramétrage Création Importetion Modification Etals Procédures  Securité  Expartition

Identification

Référence (RUM) ¢ |

Schéma SDD ¢ |EORE w~

Créanier
Mo @ [MTEC =
15 [FR7222Z133456 A
Adresse : |
[
| Pays : [FR
Débiteur
Code [MTECZ - TIERS MANDAT B I+
Nom 1 [TIERS MaNDAT B
Adresse @ |
| | pays: [Fr [~]
Bic bangue AGRIFRPPXXX
IBAN : Pays - [FR [] ¢ : 62 compte - [F7777886885555555555522
E-rriail : [
Téléphone - |

Creation of direct debit mandate

The modifications on third parties associated with mandates have an impact on the fields
common to the third party (Debtor) and the associated mandate.
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Personal Data and Associated Processing

Export to Database

Third Party export uses a filter, a template (to specify the data to export) and a format.

Virements comple & compte Wirements domestiques irements internationaux Virements commerciaux

Pour sélectionner les tiers gue vous voulez exporter, sélectionner un fillre, un modéle d'export et un farmat.

Dfinition

Type d'exportalion -

|Libre

Fillre appligué :
Madée d'exportation :

Farmal -

Exparter

Starting export

|FILTRE TIERS || Maodifies
I [~]

LURL de hase Filtre Tiers Groupes da liers Catégaries de lransactiong Modéles d'expartation Modéles de saisie

Identification

Moddlas

Libellé : MODELE EXPORT

Type de donndes = Tiess

Carpetéristigues

Liste des champs disponibles :

Adresse de |a bangue

Adresse du propriétaire du comple
Autre identiliznt

Autre [dentifiant 42 la bangue
Code BIC de & bangue

Setup of export template

Bank Branch Contacts

Purpose of Data Processing

The data from the Contact section of the branch are used during:

Exporter les champs dans cet ordre :

[Nam
Adresse A
Ville
Bays v
Email

Déplacer vers le haul I

Déplacer vers le bas |

Communications related to the electronic data exchange contracts

Events impeding bank exchanges

Management

Application Administrators can create, modify and delete data of bank contacts.

©Sage 2018
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Database Report

Every access to the bank contact data is registered in the administration audit (see § Audit
Functions for Access and Identities).

Rights of Rectification and Erasure - Retention Period

You can modify and delete any personal data from your application to deal with an
individual’s request.

However, the applications process must be respected to complete modifications and
erasures.

Important! All the local rules specify data retention periods.

Délai de conservation des fichiers
Mode serveur émetteur :
Mombre de relectures pemises :

Mombre de jours de mise 3 disposition :

L L

Mode demandeur/serveur récepteur :

£l x>

Mombre de jours pour les fichiers requs :
Mode demandeur émetteur :

Mombre de jours pour les fichiers émis :
Archivage :

Mombre de jours pour les fichiers archivés :
Signature :

' ' ' ' ' '
>

Mombre de jours pour les fichiers archivés :

Setup of retention periods for Communication personal data

In Sage XRT Business Exchange administration, you may set up automatic purges for:
o Received Files

e Archives

©Sage 2018
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Additional Security Measures

Additional Security Measures

To minimize regulation infringement and potential sanctions, some basic principles should be
applied.

Even though the system and network security remains your responsibility, the solution
platform offers you some tools:

= Standard web browsers and http or https protocol are used. Web technology
guarantees a first layer of isolation between the web server and the workstation.

= Passwords are not transferred onto the network. Authentication system is based on
standards. It may be a Windows connection checked through the LDAP (Lightweight
Directory Access Protocol) or an authentication through certificate.
For simplicity reasons, you can use a method based on users and encrypted
passwords stored on the application web server. You may also double the
authentication.

*= Rights are managed at Entities‘ level, using function profiles associated with users.
Access to contracts can also be granted or restricted from the services of each entity.

General Measures

Using https

The application is a web application accessible through an http or https connection. Although
http is available, we recommend you use https for production instances, especially if your
application is available from the internet.

Strengthening Passwords

If you use this authentication mode, do not forget to adopt a Password Management Policy
that imposes strong passwords.

Strong passwords must:
¢ have at least six characters (the more characters, the stronger the password).

e use a combination of lowercase letters, uppercase letters, numbers, and symbols
such as @ # $%!? &, etc.

e cannot contain the keyboard's own letter combinations such as qwerty.
e cannot contain the user’s DBO.

o must not be used for other applications.

Securing Servers through Access Rights

The servers that host the application components contain sensitive setup files and data
which remain vulnerable to internal threats.

The administrators must be the only users authorized to connect to the servers.
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Additional Security Measures

Make sure you granted them with the rights specific to the application administration on the
relevant directories.

Important! The server administrators must be different from the application administrators.

Protecting Servers

The application servers must be based on the industry best practices.

Using Local Firewalls

Use local firewalls on your servers to lock all IP ports that are not required for the application
operation nor for the user access.

Usually, when all the application components are installed on the same server, the
application requires only http or https ports for its operation.

For multi-server installations, you must open the ports (or range of ports) required for the
communication between components.

Securing Internet Architecture

Your architecture is the key to your security, especially if your application is available from
the internet.

To connect your systems and make them available on the internet, you must answer the
following questions:

o Which servers and ports must be seen from the outside?

o How the external requests are blocked, translated and redirected to these servers
and ports?

This involves equipments such as:

e A firewall between your private network and the internet to block and redirect external
requests to the relevant servers of your network.

e DM/Z or demilitarized zone which is a physical or logical subnetwork that isolates your
private network form the internet.

The firewall is the guardian of your DMZ checkpoints.

Note: These recommendations are relevant only if your application is visible on the internet.
You do not need to set up any DMZ, nor firewall if you use your own private network.

Using Transparent Data Encryption

To further improve the security of your database, you can use TDE (Transparent Data
Encryption).

It enables you to encrypt the database.
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Sage XRT Business Exchange 12.1 has been validated in the following environments:
= SQL Server 2016 TDE
= Oracle 12c TDE

Encrypting Data in Transit

You can use the TLSTransparent Layer Security standard for the communication between
your application layer and your database.

The ForceEncryption option in SQL Server forces the protocol encryption which
guarantees the data privacy.

Encrypting Database Backups

To further protect data, we recommend the encryption of database backups.

TDE automatically protects the backups since no file restoration nor attachment can be
performed without the certificate.

Important! Keeping the certificate in a safe place is crucial, as is storing the backups in a
different place than the certificate. For Oracle, you can use the native network encryption.

File System Security

The security of the file system for the servers must be implemented with the corresponding
tools (antivirus, network access security, etc.).

Make sure these tools do not cause performance issues.

For example, avoid running a continuous antivirus scan on a database server.

Application Measures

Web Site and Application Signature

The code of your application has been signed. This signature certify that the program is legit
and corresponds to the initial development, and that the integrity of the application binary
files is intact.

To ensure Online Banking’s integrity, you can calculate a signature.
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Additional Security Measures

The authorized administrator manages the calculation and controls the signature on the
master site of Sage XRT Business Exchange.

| Base de donnees I Paramétres intemet I Permissions I Paramétres du P.AP. | Intégrite |

!.I \,
’
1}

Intégrité

Base de données @
Site: Online Banking | Suspendre I'accés v |
Registre | Suspendre le service W |

Anomalie surles contrats

Détection d'échec de connexion

Suspendre le contrat

Contrat de notification
Entité - [socIETE ~]
Alas : [ADMIN v]

Important! To activate the site integrity, you need to specify a passphrase. This passphrase

must be kept in a safe place.

The application provides several authentication modes:

= Use Windows NT integrated security: the user is authenticated by its NT account.

We recommend this authentication level.

» Use a specific username and password: the user is authenticated by a username

and a password.

= Authentication via X509 Certificate: for the web client, the strong authentication
consists of two phases:

o Check of the certificate by searching the company’s Active Directory

o Challenge/Answer between the client and the authentication component to
check client identity

= Double authentication: a second factor is used for user authentication to generate a

single-use password.
= SagelD

Authorizations

A single user has access to one or more entities. They are associated with a profile which
defines their access rights and privileges: viewing lists, entering data, validation,
administration and signature.

Import packages determine user rights.

Specific authorizations can be set up for users and signatories on each bank contract
(contract access, report access, archiving and exporting rights).
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This enables you to differentiate access rights to sensitive data for each entity and user.

Important! Make sure you continue applying these rules in the future. Keep them as simple
as possible while enforcing your security policy.

Protection against Attacks

Certain cyber attacks may jeopardize your data and domain security.

SQL injection attacks try to insert nefarious SQL statements into an entry field for execution
which can compromise the application security.

Cross-site scripting is a type of computer security vulnerability which enables attackers to
inject client-side scripts into web pages.

You can activate the options of attack detection in the transaction service.

Assistant du paramétrage du dispositif de transaction -

Cet assistant vous permet faclement de saisir ou modifier les paramétres
spécifiques de ce profil,

Géneral | Localization | 5écurnization de 'authentification |

[ asutoriser l'ouverture de plusieurs sessions par utilizateur

MHombre de session maximal ;

[ &sctiver la protection des liens statiques
Activer la détection d'attagues par SOL Injection
Activer la détection d'attagues par Crozs Scripting Site

Mom de la page mére : | | IIJ

Adresze eMail de contact : | |

| alider || Anmuler |

In Cross-Site Request Forgery, attackers who can find a reproducible link that executes a
specific action on the target page while the victim is logged in there, can embed such link on
a page they control and trick the victim into opening it.
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Enable the option in the service’s specific parameters.

Paramétres spécifiques -

ﬁ Veuillez saisir ou modifier les paramétres spédfiques de ce profil.

Mom de la clé : |C5SRF mode injection

Waleur

QK. || Annuler |

DTD attacks are vulnerabilities on XML parsers.

These vulnerabilities have already been used for attacks through denial of service. They can
also provide the file content through the integration of an external entity.

The application code uses the XSL.NET compiler of the latest generation.

Website Access Frequency

You can define a calendar to control the legitimacy of the connections.

E.g.: Access to Online Banking website restricted on week-ends.

For Further Information

Setting up all these additional Security Measures requires technical skills and feedbacks
which our consulting teams can provide you with.

Do not hesitate to contact them if you want to apply these recommendations.
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Disclaimer

Disclaimer

The information on GDPR provided hereby is intended as advice of a general nature for
information purposes and is not to be construed as professional nor legal advice. Sage
cannot guarantee the provided information exactly reproduces an officially adopted text. In
case of dispute, the Official Journal of the European Union prevails.

While we have made every effort to ensure that the information provided is correct and up to
date, the information is delivered on an as is basis without any warranties, express or
implied. Sage will not accept any liability for errors or omissions and will not be liable for any
damage (including, without limitation, damage for loss of business or loss of profits) arising in
contract, tort or otherwise from the use of or reliance on this information or from any action or
decisions taken as a result of using Information.

Our products include functions that could help and accompany users to comply with the
GDPR. However, we would like to draw your attention to the fact that the sole use of our
products does not guarantee your compliance with the GDPR.

The information provided hereby is not to be construed as professional nor legal advice, if
you need more advice on GDPR compliance, you should consult a suitably qualified
professional.
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